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environm
ental requirem

ents for avoid-
ance of pollution, to find alternatives to
critical m

etals/m
aterials w

hich are in
short supply, need for superior technol-
ogy or ow

ing to financial aspects or for
som

e social reasons. O
n occasions, the

m
arket w

itnesses an entry of altogeth-
er a new

 form
 of technology, w

hich
upsets the existing structures of tech-
nology diffusion. A sim

ple w
orking

exam
ple could be about the arrival of

digital photography and its availability
in the m

obile phones. This has alto-
gether stopped the requirem

ent of pho-
tography using film

s (rem
em

ber…
.now

K
odak film

s are out of business). 
This phenom

enon is know
n as technol-

ogy disruption. 
Literature defines disruption as

the displacem
ent of existing technolo-

gy or m
arket. This leads to system

ic
changes, w

hereas innovation typically
has m

ore positive connotations and is
correlated 

w
ith 

upgradation.
Innovation 

is 
seen 

as 
a 

rational
process, w

hile disruption is reflected as
unpredictable 

event 
w

hich 
m

ostly
could be irrational and dam

aging.
H

ow
ever, disruption is not alw

ays a
negative thing, in fact, there is a view
that disruption is actually a higher
form

 of innovation.     
Today, various new

 technologies
are 

getting 
developed, 

w
hich 

are
know

n to be disrupting the som
e

existing technologies. Also, all of a
sudden som

e new
 technologies are

getting introduced w
hich are found

bringing 
a 

m
ajor 

change 
in 

the
lifestyle. M

ost of these technologies
are also found significantly im

pacting
the defence sector and on occasions
are forcing the defence establishm

ents
to bring in the doctrinal changes.
U

ltim
ately, all this is leading to bring-

ing in a m
ajor change in the nature of

w
arfighting itself.   

Presently, the w
orld is standing at

the 
cusp 

of 
the 

fourth 
Industrial

Revolution (Industry 4.0). This has
been characterised by the w

idespread
application of cyber-physical system

s.
A new

 era in intelligent netw
ork sys-

tem
s, big data analytics, internet of

things (IoT), cloud com
puting, additive

m
anufacturing (3D

 printing), hyper-
sonic w

eapons, biotechnologies, energy
technologies and new

 m
aterials  is

found im
pacting equally, both civilian

and m
ilitary dom

ains. The fundam
en-

tal aspect of Industry 4.0 has been the
developm

ent of digital, physical and
biological technologies. The Covid-19
crisis have actually pushed the w

orld
to leapfrog in the arena of inform

ation
technologies. 

The future battlefield is expected
to be driven by various disruptive
technologies. The troops w

ould be
assessed by these new

 technologies
and actually som

e of these technolo-
gies could even im

pact the process of
w

arfighting itself. O
n occasions it is

expected that the troops on ground
could even be replaced by m

achines.
The m

ilitaries w
ould hire equipm

ent
w

hich is intelligent and capable of per-
form

ing a broad range of tasks like
sensing, com

m
unicating and coordi-

nating am
ongst agencies and hum

an
w

arfighters. Som
e of these devices

could also be taking the decisions on
the battlefield for their hum

an m
as-

ters. 
M

an-m
achine 

interphase 
is

expected to dom
inate the process of

form
ulation of w

ar tactics of tom
orrow

.
Various devices like sensors, sm

art-
m

unitions, state-of-art w
eapon deliv-

ery platform
s, robotic system

s and
hum

an-w
earable equipm

ent w
ould be

the part of w
arfighting architecture. 

The m
ost debated disruptive tech-

nology 
at 

present 
is 

Artificial

Intelligence 
(AI). 

This 
technology

brings up to the ability to m
ake

m
achines act intelligently. AI could be

seen m
ore as an um

brella term
 incor-

porating sm
art sensors, intelligent

robotics, am
bient intelligence, m

achine
autom

ation, 
autonom

ous 
w

eapons,
reactive and hybrid behaviour-based
system

s and big and sm
all data prod-

ucts. The distinctive feature of AI is
that 

it 
is 

self-adaptive 
and 

uses
advanced algorithm

s, w
hich perm

its
self-program

ing by recognizing struc-
ture and regularities. The strength of
AI is determ

ined by the availability of
data and it is extrem

ely im
portant to

have accurate data. In 21st century,
data gets regarded as a new

 oil and
arm

ed forces are required to collect
and share the data w

ith concerned
agencies if they w

ant an effective AI
system

 to assist them
.

M
odern-day w

arfare is very com
-

plex since there are various unknow
n

variables. Also, the present-day geopol-
itics indicates that today it cannot be
an all-out w

ar as in the past and issues
related to hum

an rights, collateral
dam

age and operating in urban w
ar-

fare situation put m
uch pressures on

m
ilitaries to decide on their w

arfight-
ing tactics. They are required to carter
for various m

icro variables in their w
ar

planning and also during their actual
operations. H

ere AI could help them
 to

enhance their m
ulti-layer capabilities

to handle a range of indeterm
inate w

ar
circum

stances or hostile environm
ents.

AI could help to im
prove and fasten the

decision m
aking process by providing

various options in real tim
e. This tech-

nology has m
uch utility in various

fields including training, net assess-
m

ent, w
ar gam

ing, logistics, determ
in-

ing on w
ar tactics, com

m
and and con-

trol, intelligence assessm
entand deci-

sion-m
aking. 

Apart from
 AI, one another technol-

ogy, w
hich could dictate the future of

w
arfare is a hypersonic technology.

M
ajor state pow

ers like the U
S and

China are investing m
uch in this tech-

nology. India has also its ow
n hyperson-

ic program
m

e. H
ypersonic m

issiles are
expected to change the present notion of
nuclear w

arfare and nuclear deter-
rence. W

hen a m
issile travels w

ith a
speed m

ore than 5 M
ach (one M

ach is

T
echnology developm

ent is a con-
tinuing process. Technological
developm

ents 
are 

know
n 

to
im

pact the advancem
ents taking place

in various sectors. The m
odern w

orld is
found getting driven m

ostly by tech-
nologies. From

 health to agriculture to
education to hum

an developm
ent to

truism
 

to 
critical 

infrastructure,
alm

ost every part of hum
an life is

found increasingly getting dependent
on technologies. Apart from

 these sec-
tors, technology is know

n to be influ-
encing the security sector for long.

H
istorically, it has been w

itnessed
that different technological innova-

tions used to originate in the defence
arena and w

ere found subsequently
m

aking inroads in the civilian dom
ain

(e.g. Com
puters, Internet, G

PSetc).
Particularly, during the period of w

orld
w

ars and cold w
ar, m

uch of the govern-
m

ent funding used to go to defence sec-
tor for technology research, develop-
m

ent and innovation. This is because
ow

ing to the strategic challenges, the
m

ilitary leadership alw
ays used to be

hunting for new
 technologies. These

technologies w
ere m

eant for replacing
the existing fighting system

s or for jux-
taposing on their existing m

ilitary
structures in order to im

prove the per-
form

ance. All in all, the level of techno-
logical expertise used to dictates the
w

arfighting strategies of a country or a
pow

er block. H
ow

ever, the post-Cold
W

ar period is w
itnessing a societal

change in m
any parts of the w

orld. The
process of globalisation and econom

ic
liberalisation m

ade a huge im
pact on

w
ay the global econom

y used to func-

tion. The process of technology devel-
opm

ent is no longer been governed
exclusively by the m

ilitary needs. At
present, m

arket needs are found m
ost-

ly driving the innovation cycle. In the
present era, new

 technologies are
found 

frequently 
m

aking 
inroads 

into the com
m

ercial sector and subse-
quently the defence sector is found 
consum

ing them
. 

Today, for any state, it is extrem
ely

im
portant to w

atch the progress m
ade

in the dom
ain of civilian technology,

w
hich could possibly have an im

pact
(direct or indirect) on defence. At the
sam

e tim
e, it is also im

portant to m
en-

tion that idea of dem
onstration of tech-

nological superiority of a state contin-
ues to rem

ain an im
portant aspect in

m
odern-day 

pow
er 

politics 
too.

Innovation allow
s both developm

ent of
new

 technologies and finding alterna-
tives to the existing technologies. The
need and process for finding alterna-
tives depend on various factors like

D
isru

p
tiv

e T
ech

n
o

lo
g

ies 
an

d
 F

u
tu

re W
arfare

MOST OF THE DISRUPTIVE TECHNOLOGIES
ARE STILL EVOLVING. HOWEVER, THEY
ARE EXPECTED TO PROVIDE INNOVATIVE,
REAL-TIME, AND MORE GRANULAR
INSIGHTS FOR MANY DEFENCE APPLICA-
TIONS. OBVIOUSLY, SUCH DISRUPTION IS
EXPECTED TO CHANGE THE METHODS OF
WARFIGHTING AND ALSO EVEN REVOLU-
TIONISE THE CONCEPT OF FUTURE WAR-
FARE. LOOKING AT THE GLOBAL STATUS
OF MILITARY RELATED DISRUPTIVE TECH-
NOLOGIES, IT IS EXPECTED THAT IT
WOULD TAKE SOME MORE TIME TO COM-
PLETELY ASSIMILATE THESE TECHNOLO-
GIES IN THE DEFENCE ARCHITECTURES OF
NATION STATES.
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equal to the speed of sound) it enters in
the zone of hypersonic. The perform

-
ance of such m

issilealso depends on the
properties of the m

edium
 of travel,

am
bient 

tem
perature 

and 
attitude.

Presently, various m
ilitary research

labs are w
orking tow

ards developing
hypersonic glide vehicles (H

G
Vs), w

hich
are launched by a ballistic m

issile and
glide to their targets. Also, there are
hypersonic cruise m

issiles that are pow
-

ered by high-speed, air-breathing jet
engines called scram

jets. The existing
m

issile defence system
s (like TH

AAD
,

S-400 etc) are not capable of intercept-
ing such m

issiles. H
ence, w

hen such
m

issiles becom
e operational then it is

expected 
to 

challenge 
the 

existing
notion of nuclear deterrence. O

w
ing

such challenges already the w
ork has

begun to im
prove on the m

issile defence
system

s, w
hich could even address the

hypersonic threat. Alternatively, future
technologies m

ay also include lasers,
high-pow

ered m
icrow

aves, rail guns, or
particle clouds designed to disrupt
hypersonic flight. Largely, it m

ay take
few

 m
ore years for induction of these

m
issiles into the m

ilitary edifice of
m

ajor pow
ers. 

Future of w
arfare is expected to be

im
pacted also by technologies like 3D

printing. 
Actually, 

m
ore 

than 
the

process of w
arfighting could be view

ed
m

ore as a backend technology, w
hich

w
ould im

pact the m
ilitary industrial

com
plex significantly. This technology

w
hich is also know

n as additive m
anu-

facturing (AM
) involves creating three-

dim
ensional structures out of plastics,

m
etals, polym

ers, and other m
aterials.

This technology challenges the conven-
tional m

ethod of m
anufacturing. For

last som
e decades, various industries

both in civilian and defence sector are
found using the com

puter num
erical

control (CN
C) m

achines for m
anufac-

turing. H
ere there is a requirem

ent of
giving an order for the production of
fixed num

ber of units. This definitely is
not a cost-effective option. H

ow
ever,

3D
 printing even perm

its to produce a
single piece.   

3D
 printing constructs are added

layer by layer in real tim
e based on

digital design. Also, this technology
helps todesign of very intricate and
com

plex structures, w
hich otherw

ise
are not likely w

ith traditional m
anu-

facturing m
ethods. This is an attrac-

tive technology for process im
prove-

m
ent w

ithin the arm
ed forces as it is

cost-effective and it is possible to prod-
uct the parts at unit level w

hich in
turn reduces the pressure of logistics
departm

ent. The process of 3D
 print-

ing involves production of a product
based on digital technology and the
products are m

uch lighter in w
eight

and 
dem

and 
based 

production 
is 

possible. Presently, this technology is
show

ing greatpotential and even the
parts of aircraft and spacecraft are
know

n to have been created (printed)
by defence industries.  

As discussed above m
ost of the dis-

ruptive technologies are still evolving.
H

ow
ever, they are expected to provide

innovative, real-tim
e, and m

ore granu-
lar insights for m

any defence applica-
tions. O

bviously, such disruption is
expected to change the m

ethods of
w

arfighting and also even revolu-
tionise the concept of future w

arfare.
Looking at the global status of m

ili-
tary- related disruptive technologies, it
is expected that it w

ould take som
e

m
ore tim

e to com
pletely assim

ilate
these technologies in the defence archi-
tectures of nation states. Eventually,
they are expected to im

pact all form
s

for 
w

arfare 
from

 
conventional 

to
nuclear to cyber to space. It is im

por-
tant for various m

ilitary establish-
m

ents to rem
ain papered for this type

of possible disruption.
(The w

riter is Senior 
Fellow

 M
P

-ID
SA

, N
ew

 D
elhi. 

V
iew

s expressed are personal)
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