S5PC MONOGRAPH SERIES No. 2

INDIA’S NATIONAL CYBER SECURITY POLICY:
’ \ GAPS AND THE WAY FORWARD

SAURABH SINGH







SSPC MONOGRAPH SERIES

Deba R. Mohanty (Viee Presidens, Sociary for e Smdy of Prace aud Conflicr)
Auimesh Boul (Everanve Direcror, Socizn for the Sudy of Proce sud Conflic)
EDITORIAL ASSOCTATE

Aksmibys Saby (shanshya Zemil com)

CONTACT: opronlinegrmail com

Layout & Cover: Evcel Solutions. Noida

Cover Dezizn: Saurabh Sinsh

£ 3019 Soriesy for the Study of Pesrs and Conflict, Saurabh Sinsh, November 2019

HEVIEW: S&H\ﬁﬂwﬁmmw:mmmnﬂnﬁmﬂ
procery by m-koues lnduﬂrnuim!ﬁuﬂﬂmr ozerer gnd sehalnrs

PUBLICATION DISCLAVFR: The wowy expirersed ity Wonogranh are Hrose of the
author, sko holdy responmbdiny for dhe Conrens, Resewreh end Presenmdom of ferm
coMIEIRSE (R (AL werk

Publizhed by Society for the Study of Peace snd Conflict, Po-Bo: 10564, INU Old
Campuz, New Delbd, 11067 (swwspomlinears]




SAURABH SINGH

TABLF OF CONTENTS

LIST OF TABLES B FICURES ..o rrterriasiassinransis PR TN LT P CE P L P |

LIST OF ABBREVIATIONS _..ooooocicicmnrisiimssssissmamssnsas bbbt e i i D

Clspter 1. INTRODECTION & g

L] Cyber Secunty- An Craraaw

1.2 What i Cvber Securmy?

1.3 Giber S=ourity: Whare dos: #t come from”
1.4 Aspects of Cyber Secunty _

L3 Cyber Thvests Brvesible yet Lathal

1.6 Trpas of Civlior Thrazn

Chapter 2. RESEARCH DESICN AND LITERATURE BEVIEW ooocmionmsnrinse —

21 RBesearch Oljectives
<2 Hypothem
-4 Rsemﬂl.lhbu-dﬂhg}'
<5 B=search Limitghon
1E R-E:lm'ﬁﬂ_d!ﬂ.'nlhl!
=4 Cﬂuﬂmmlﬂﬁt"rﬁu{ﬁ&ﬂm"’
b E}’hﬂtﬂm.&PmTﬂm" _
d. Establishing a Nexm and Imbtistme = Dislogss: Poblic Frivats Parinasship {(PRF)

Chaptar 3, INDIAN CYBERSPACE ... 21

3.1 Introduchiom

12 ‘Mﬁmﬂh&ﬂmﬂeﬁm

13 hIpIhni‘tEanﬂfldumth-&a‘l} Sil=

34 Indun Compater Emergancy Rasporse Team (CERT-In)

1.5 Natinsl nformation Beard (MIE)

36 Nastions) Cyber Coordination Cantra (NCCC)

5.7 Manons! Techmea! Reseach Srgamzanion TRO)

16 ‘mmxﬂ{hﬁﬂﬂnﬂumﬂ!lmiﬁﬁzh]ﬂmi‘mmﬂmﬂmﬂ?ﬁmﬂ}
35 Information Tachrinloss Ast 2000 (T0 A=)

310 Informztion Technalosy Amendment Act 2603 (TTA4)



Chapter 4. SATIONAL CYBER SECURITY POLICY (SCSP; 2013 27

4] Introduchion

43 Tick=romid

43 Undesanding the Pohoy

44 Briaf Amalyam of HOSF 2013: The Shoroommes
= Ambieness nators of Polier
e Other Major Shorirommes of NCEP

Chapier 5, THE FADING & FAILING POLICY oo eseessensessemsassasses ersetessesrnsesans B |

5.1 Iberzaanz Sscumy Inodents

52 ndian Webste Defacement lnedenty

53 BotInfectsd System Incidents

34  Incidemts of Phachi

58 Inedents of Spom '

37 Incidents of Website Compronize & Malwars Progasstion.
58 mmedents of Natwyork Scormme Probms

£%  Amlves of Combimad Cvbar Secursty Incidents 2006-17)
3.10 Cyber Szourity Response Adivitiss by CERT-In

S Cyber Atiaeks fmmr::amﬂnmtuﬂ

Chapter 6. RECOANENDATIONS AND CONCLUSION .. LSRR o rein 58

61 Orgamrstonas! Eestructues

&2 Eﬁﬂﬂﬂ.hﬂ@hﬁﬂlmvﬂmﬂ
Eﬂﬂtﬁmhwﬁgammeﬁmﬂmnibmﬂthm
hﬂdihhthlngi.ﬁmmi:ﬁxﬂ?bumdhﬂ
LEﬂHﬂihﬁkﬂgEﬂElﬁﬁﬂﬂh&Eﬂt
d. EmHEhng‘EElmiIE'BuDEMEmEERﬂEC}

&3 Eecommendations

64 Coneclusion
HIE[.IﬂﬂI.{F.HI e S e
AFPENDIX

Appendix A: Nations! Cyber Security Policy 2013 1iocnmnmsunismirsissssmsmssssssissssnsissesions 62
Appendix B! Clossary cviievenens e s s s s R |




SAURABH SINGH

Table 3.5 hisjor Priszions Under Infirmation end Techmelosy A-t 2000 25

Tabie 4 4 Indis's Pramuar Cyber Ormanizations with Rarlks of Officais hosdmp them 55

Takle 59. CERT-Jn Renarts Dats - Ovber Sacurty Incidants [2008-17) 45

Tabls 3.10: CERT-In Reports Diata— Crber Secnmity Achivities (2006-175 49

LIST OF FIGTEES

Femrs4 & Copend Ciber Oresnizshonal Strortore s India 1
Figure 3.1 Crber Secrrity Incsdents Reportad by CERT-In (00617 F
Frmme 31 Incidents of Indran Website Dafeerant tracked by CERT-In (2006-17) 42

Frzurs ¥ 3: Incidents of Bot Infected Svetem tracked b CERT-In (2006-1T) 43

Figuta 34 Ireidents of Phishing rapartad by CERT-In 2006-17) 13
Fizre 5.5 husidénts of Vine' Malicious Code reported by CERT 3a (2006-17) 4
Fizues 3 §: Incidents of Spam raported by CERT-In (1006:17) 44
Fizurs 5.7 Teidents of Welssite Compromiss & Malware Fropagation 13
Froure 3.8 Insidens of Network Scanmne and Prolane 43
Frawre 3% Analyus of Combined Cyber Secanty Incidents (2008-17; 44
Figure 3 1 Cyber Sacuriy Actirhias Reportad by CERT-In (1006-17) 15

Fizmre $11.1- Percentage of Cyber Attacks on India fiom Forsien Comntres (Map) 47

Fizurs 511 2 Percentaze of Cvbar Attacks on Indis Som Forsizn Countriss (Graph) 47

Fizur= §.1: Proposed Cvber Crpamzational Structurs 59




LIST OF ARBREVIATIONS

C&15 Divizton — Cvber & Informaton Secunty Dinomion
Ca- Cr:tu::ﬂn:ﬁzzlmmnnnfhdu; Entu::ﬂn:ﬁ:rmnhmhﬁxmztnm
EEHI—I:. El:h:ln:u E-nr::q:r:ihrﬂsp:u:ﬂ 'i'i-.m

CF5L — Central Forenue Stispca L sbomtory
DAL Directorate of Ar Infellirencs
DeitY — Depariment of Elartromics and Infrrmation Techmobazy
DCP - Deector Gensz! of Palics

DIA - Defanca Intellizence Asency

!I:I DARA — Defones Information Sszomence and Rasearch Sopney
1. DAM— Rutaﬂﬂnﬂ.ﬁh}:n Iuie!hga:x

L2 DNI - Dua:tm:."!e E"&allnﬂ.’ugmu

13. DEDQ - Defance Besaarch mEBE'FE'I.:met Orzamrshon

14 ERNET —Educstion znd Resemrch Natwork

15 FDI — Foresen Birect Invastment

16, Gal — Govemment of Indis

17 TANEAT — Internst and Mobils Associztion of Tndia

18. T — Intellizanre Burean

18 ICT — Informzton snd Commumnation Technelosr

(). IDSA — Instinute for Dafence Studies & Analy

21 [iSe — Indion, Tnstittits of Szisncs

13, ISP — Imtermat S=rvice Provider

24 IT— Informston Techmology

35 ]I.i—!n:fmmnﬂ:m"'uhm[ngyﬂu

Eﬁ ITAA — nfoemation Tehmolosy Amendmen Act

7. TT1 — Industrial Traming Iestemnt=

EEI'.T[E —Tomt Intelhsatce Commities

29 MFA Ny of Extarnal Affurs

30. MefY — Limistry of Elaciromes znd Information Technolozy
1] MHA — Nmistry of Homps Affams

32, MNC —Mulbi-sational Corporstion

13 MaD — Mimsiry of Defencs

34. NASSCOM - Mahomal Associstion of Software and Senaces Compames
13 NCCC — National Cyvber Coordiration Cestra

36, NCIIPC —Xatiems] Critcal Informotion Infrastructurs Protection Canitrs
37 RCEC - Mationzl Cyber Security Centrs
-38. NCSP — Nationa! Cyber Secunty Palicy

36 NCST —}Iﬁﬂx_nl_ﬂm't:rz for Softvare Technolosr

40 NCW -5 Comtect W

41 NIB—Matomal Information Board

W s o G b b b

7



SAURABH SINGH

42 NIC — National Trfowmatacs Cenir=

43 NICNET —ations! Informatics Centra Satoark

4. NIST —Nshons] Institmie of Standards and Techraloey 178

43 NIT —Hatoma! Institute of Tachnology

46 N3A —Manona] Eacumiy Admiser; Nationa! Sacamty Azeney (U5,
47. N§C — Natiomal Sacumity Comneil
49 NTRO — National Technirsl Resegroh Qreanrston:

30, PALD — Promea Mimster s Office

31.FPP - Fuhiiz Provsts Parinership
“52. REAW - Reszmrh & Ambyus Wins

53 R&D - Research & Devslopment
34, STQEC — Standardication Testing and Quaiity Cartification

3%, UNCITRAL — Unytad Watsons Commussion on International Trade Law
36, UNDP — United ¥ations Dev=lopment Frozram




ABSTRACT

Ever since the events of document leaks by 2SA's whistle blower Edward
secrity measures. The leaked reports worked as a yeake-up call for India Tndia
was the top most priority target by Americanspy agency NS Ihwas time whan
India realized the great need of a Cyber Folicy. In the year 2005, Miustry of
Cyber Security Policy (NCSP). The policy i framed with a coherent visiomand &
dvnarmic set of stratagems for axscution. Tt is aimed st building a sscure and
resilient cyber epace for ite citivens, businesses and government It 18 considered
to be a2 dynamic st=p i building the foundation of new Indis The newly
formmiated policy 1= a holistic approach towards securnng Indian Cvberspace.
But over the years. 1t does not seem to be effective enough tosafeguard the Indian
Cyberspace. The implementation of the policy is poorly executed Smce the tme,
the palicy was made public. Tt had beenin the limelight for criticism by various
scholars and orpanizations A< complex it defines the cyberspace; it shands out to
be of the simlar nature. This monograph 1= amned at understandmye the NCSP
and itz implications It idenfifies various shortcomings of the policy. It also
analvess data refated to oyber security incidents in India gathered from CERT-In
Annual reports for the period of 11 years (2006-17). After the brief analveie of
policy and data the study made same veluable mputs in the form of
recommendation for the revision of NCSP and strive towards building a secume
cyberspacs.

Keywords: NSA; NCSF, Cyber Policy, Cyberspace, India
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Chapter 1

Introduction

" 2upreme sxorilanae coresrsts of bveaking The ememy’s restsiones witheut
fighting”
Sun Teu, The Artof War, (Griffith 1963)

With the advancasiernt in tachnology and incréasing number of internet users, thie world
15 becomins move and more revpiutioniced and innoratnes It has sltered the face of
Elobel seonomy snd commmectsd mere pecple We now livein 2 world with bwo
over & zeriss of networhs and srsteme T is ons complicatsd structure Holdins the woeld
opportunities, but has alse become =5 engaging platform to fearn and commectwith 2ach
other. However. slong with such oppostunities have smesged major challenges facng
i étben el iadi

Indta formmmlsted it Nations] Cyber Security Pohicy (NCSP) in 13 ith the vision to
irdtegyate and build a stona, seslient and sacure yberspece for ifs cifizens, businesses
and govemment The Policy & driven by various ohjectives which halps boost
Information mmd Technoingy (IT) sacios in India In secent years these hac besn 2
mgnificant ameunt of investment in the IT industrr. Government projects ke Make in
India, Digital Inddis ar= stiracting heavy tmrestments from scrose the globe The Poliey
zides the ‘goal of a Digitised India =st by Prime Minister Navendrs Modi Effective =
governance = snother objectivs which the Policy mhakes sssier fo achisve Tt supports
onine busimesses and encourasss vapous stalehpidess in oeahine 3 =soure: oyber
EOFTEEmL

Ths mrumber of itermet sers in Indis are ineressing by the day. Every small villaze i
now connected to the online space, whuch mcyeazes the chanves of cyber-attacks Such
vast users of internet ina counity with very Wble-awareness about cyber athics and
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unskilled and unemploved), thees lies 5 great responsibility on Indi= o prepars fes=lf
for any possible thweatysttack from the oyber woald Thes Monogzaph triss to snalise
and understand the NOSP) highlights some of e shorbromings ‘and provides
recommmendations

11 Cybersecurityy An Oserview

ﬂﬂ:ﬁ sacumity thresis ave np&rmhmtpuh!mwh:hmﬂvﬁh}m WEIHLE SOUTCEs NG
hIEEhItgdevx'[uaIr iz 'Ell:ﬂms&- h:n;aaa sovemnment nsttunons imdﬂthﬂr :hg&!r]
infrastructurs The mm&sﬂnuﬁnmsn%hamhn:nﬁgmﬁ:ﬁ.
impect on the netional zscurmty, economic stahility, public welfsre and oerersll
ﬂ!ﬂl!m-ﬁ.'ﬂumlg_mﬁﬂuﬂtﬂiﬂﬂ ﬂﬂ?ﬂhmmhﬁmﬂh
determine. They tend o u=e hiacked networks of vanous system a= substitubons which
mkes |t diffialt to idenbify the attacker /s Such disuptive use of TT challangs the
12 Wihat is Cyber Security?

Cyber security plavs avitzl rols in safépmarding the data and information. meludins
variotis other mismet-based services, Cyber secunty can be simply defined as the
mobile phones, tablsts, other slectromie detices and systeme (Haspersiy, 2019} The

]' E --II .5 1 -!' -

Crber- Secumity psonesy Joseph Migss ¥ima (3Gezs, 2005) m ome of his most
sdmovizdged bocks “Guide to Computsr Network Security (2005)" trisd to commect
orbar s=cority in terms of Hhoee different components:

L  Confidentiality

1o




These z1¢ zensrally preventive actions (technical or non-techmicsl] propossd o

& s

wh::hmnytrrt:‘:-.ulta lﬁem&nnﬁnﬂﬂ:t nhl:rclﬂmrer!wﬂhfzh!ﬁmm

jit.  Nomrepudistion

This St provides sith the idenfifirstion of the perpetrator with the help of digftal
signature. With the hale of fhis ssrvice, the criginof the cyber-attack and the identity of
the sender iz 2asily traced with the help of slzorithms and dizital signiturs A distial
sgrature 'is a ayplographic mechaniom that 1= the elechomnic equvalant of & written
siznature o authenticate 3 piece of data a= to theidentity of the sender

13 E}"hﬂ&fﬁﬂii?}“h!dﬂ!ﬁﬂmﬁﬂmf

The omgm of cyber sacunty can be traced back to the late 1900 when misrmet became
svailable for public ussge Apparently, the nsed for orber secomiy cams from an
incident which unknowinsly cested a vings, In 19705, & ressmrcher named Hobart
Thicmss developed the very first conmputer virns Ha malised that it was possibls for
him to move his computsr program over = series of nefwork leaving fow tmals of=izn
behind from wherever it moved Henarmed his program "Crasper” This happens to be
the firstorbercrime in the history of Imman civilization. -Soan after this incidentan
Américan ecmputer programmes named Ray Tomlineen, whe alse happens to be the
Invenitor of emaii ssrvics), was impressed fyom this idea of vimzs. He worled on smnilar
abzerithn viith an intent $o fx whatevsy the vims swas distorbine, He was suoreseful
and named kis program "Reaper” (Java Point, 2001} 1 became the world's first-anti-
virns computer softwars Since then the internst hes becoms ofl shout virnses and ant-

wirses,

n
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The need of cyber serurity cin sle be identifisd frem some movise The 1083 dlassie
"Watzames" iz &n ssampls of growing concerns on Yhe Gsue of cvbererimes and
sscurity (Baytheen, 2015). The movis porirays the notion fhat how hecking beceme &
new fashici af that peint of time and hinw & smot teenager unaware of internet sthies

Mt S

Literature oo has shown incressing concemns for cyber secunty. In 1956 (Howard. 2013),
Mareus Hees, 8 German, hackzd more than 40 computers of Feantagon officials with
the motive to sell clsssified mfcrmation to the Bussan KGB Bat an Amencan
astronomer Chifford Stoll prevented that and ister wicts the boak “The Cuckoo's Es="
11959 wiuich 1= hus first-per=on narrative explaining the antire senes of evants. Thezesl-
Iife ircident challenges the rovms of the crber seoumty. [Eizhlighis how eounizies have
managed to devics techmgues and plant moles fio the intsllience orsanizations o,
secure dassified mformation. lssass relsted to cybercrms picked up monsentom fom

There are vavious ivpes of cvber securily depending npon the trpe of malidous
activities affecting the digital and physical mirastrachime (Comoda, 2013} Some

Mﬂpﬁpmﬁmmmfphyﬂmﬂma}bvu&gmﬂmgﬂm
the network bom & unsuthorised socsss or mbrosion. [t encompasses the whole
i DutaSecudty

Diata 35 the most mmportant ssset of the disital world 1t can'be defined as the prastice of
activities by adopiine preventive messures {phyzcal or suﬂ'wam} The dat= 15 pften

I



firewal] defenders mre mestly used in Eh= diats protecton snd security.

other sort of damape It notonly protects mfnrmabon from sny secuarnty breach but alsg.

15  Cyber Threats: Invisible yet Lethal

At precent, cyber threats stand a5 one of the siznificant challemzes which govermment
and individusls sre facing (Tavlor. 2018) I i= sxciusive in neture if compared with'
i Use of Hijacksd MNetwozks of Syztem - the parpetrators make sarve that dheir
wheraaborits are impossible to locate For which. ther tend to mee hajacked netrarks of
various system as substitubions which makes jtreally difficult to identify the ataclare
i Eummmmiufh@adhcmaﬁdﬁirnﬂ—ﬂhrmﬁ:eﬂ&aa&ukﬁ
m&uﬁrlnnﬂad.ﬂh&m:mﬂ;dﬁﬂm&hmﬂm.iulﬂtnghﬂ_wm;
stipulsted tme period #can spread socss various nebwvorks and svstems causms 3 1ot

oF S 5 pecsihay st the digatal ik s Thesshore e
impact of the same canmot be contamed.

i Low investment, harmful corsequences - ane of the danserous fhings sbout
Tvber-atiacks i= that it doemn’t desme for inrestmentin teoms of state-of-the-art mitiary
equipment and f=chmolosy. Any person with some edequete computer and
prozramrang sidlls and 3 dilapidated laptop or 3 ramshackle smartphone can caiize
large scale chaps.

16 Tyvpes of Cyber Threats:

muitifs of the perpetraints (SecureWeeks, 2177

I



+  Cyber Espionage

Cyber Espionags i= defined 3s the mualiciohs prachce of acquiring elassified vr coverl
mformation, inchidmg mtellectual property rights without the permission of the
#c u3s of computer virmses to bredch oy hark it an individual compater-or & nebwork

i  Cyber Crima/ Attacks

Cyber-attack can be defined 2= any sort of malicious sttempt to breach or hack inis the
damags or destror it Acybey-sttsck usnally has two set objechives — first, o dizable or
destroy the sef farget faniity or disital infreshructurs and seeomd to scoess the classified
mm.mhﬂwmimam:ﬁfﬁﬂﬂﬁﬂMHtmﬁmiEdﬁ
& Crber<ampaizn, Cyber-warfars o Cyber-temrorism comsidering the intensity, lavel
and natme of the attack: In order Yo commmt & cyber-crime. 3 perpetrator searches for
software or hardware malfunction. A perpefrator amplovs varous methods and

il Cyber Terrorism

Any act of terroniem divected towards the malfunchion or destruchion of cybes space
with the hely of digital techmologies i knowr as Cyber terrorizm Jtean also be defined
2= the comseldation of cyber space and terronsm. Tt 15 mestly smdersteed as pasty
information; when dons to-mbudate o7 i:E-EI'EaE 2 gmmin: s people m
Furtherance of political or socal objectives Uke of cyberspace by Barorict cutfits or any
illegtimate orzamizaton to plan atemromnst atisck, recruifing peopie on the prefest of
bramwash people. acqmiring funding from online sources, and pursing illegitimate
political ex aconsomic goals i= considered a3 e actof Cyber terrerizm.

=



. Crbex Warfars

techmiques. Oy berwarfars 1= now considered as the Gfth domam of war. Cyberwarfare
can'be defmad 2= tha 1ss of malicious computes programme vires of worm by 2 nafion
siate with =n miention fo copple; hm,dtmﬂgem&dmhﬁrﬂudlgﬂﬂm&mhm




Chapter 2
Research Design and Literature Review

A.EEEHH.EIDEEE

et —— A ——

ll'ﬂﬁ'u&:hﬂbh:&lﬁz_F

8

I
ki

Cybar Security Pelicy 2013

To. ﬂismb‘ushmhﬂmﬁ&mnlnﬂghﬂle&mﬁmcﬁ:upuhr

To recommend somes mﬁ:ﬂiﬂn@r&;ﬁ-ﬂhﬁhmqh!hlﬂ?fu] i
malcne Indiz 2 cyber mature and cvbies semire nafion.

2.2 Hypothesk=

Indta’s National Ceber Secmmity Balicy {INCSP) 2013 3= famed with 2 cohsvent vision
=nd = dymamuc set of shratagems for sxecutiom; however, on evposng it to the Indian
cyber domamn, the Policy - balieved to have set high standard= of goals and objechves
which rerulie mnto several shortcomings m addressing the vuinerainlities of India's
Crbarspacs

b NOSP-13 talks sbout osating a evber workdoroe of S00.000 professinnals bat it

does mot define or discuss what kind of zole these professionals will play in the
broader pacture. The gqueshon remmaine does Indis have adequate sinlled
workforcs to drve the cyber sequmty measmres? How can India hridee the sap
NUSP-13 i= silent sbout the molé of many sovernment organissbions which Iock
after the crber achivities. I such = situstion, the question prevailz, whether the
present-Indisn cvber secunity ecosvslem o oyber aygamizabonal stuctuzs is
mﬂ’ﬂ:dﬂﬂm&m;ﬂrﬂmﬁ
Daqihﬁeﬁnghghguﬁinniihn&alﬂsfm hmﬂmglmmdlmﬁuﬂ
Indian cvberspace, many bepms and shtements in the NP3 lack
fransparency. Does thi= lack of fransparency make the policy ambigoous
naturs?

NICSP-15 does not admowliedzs or mention the T Act 2000, In cass of conflict
which of the tvwo will have fhe a¥eater sisnificance”

16




2.4 Reszarch Methodology

Ths!ﬂnmgm.]ﬂlhhmeamﬂlmm‘:hmﬂﬂﬂ The shudy used guslistvs
wmmmmﬂmmmmmuﬂmm&

papars, paer réviewsd papers, bools; journsls -official gevesmoment reports. news
varipus researches and report= conducted over-the last few vears in the form of
Literaiurs reviete which kighlighie and categories various aspects of oyber ssouniiy. The
study used quantitative research methods in the form of data collected from l=st 11
vears CEEI-Inreports (2006-2017)

Tmlhﬂ:hﬂustﬁﬂiﬂﬂnhmmﬁ?]mwﬁhmlhsm:iumﬂhhﬂi?nf
m@ﬂhﬂﬂﬂﬂﬁm@mﬂa@dhﬂeaﬁmﬁﬁmh&ﬂ

B. Bewmew of Lifersbre

ﬂ}‘bﬂ_mmm;_ﬂ an esseniial mstter of patona] =scunty. Themefors, & makes it's
eczential to heve awell diafted snd shiclly tmplemented Cyber policy. Mot only Hhis,
the policy mmst be weell deafted and  coselation with the national and econommic
wmmﬂhmdﬁmtbwﬁm}mﬂw&
mh:ﬂﬂlmthﬂhuh&ndﬂns&h:ﬁ:ﬂ:rﬂptthﬂ?haﬁam}f This
chaptsy alse tm==to @hﬁﬂmmmmm&
ru:tmnﬂm:fiﬂmﬁhﬁdiﬂm, auﬂmlmﬂ&mnmaﬂimhﬂﬂcmbr

eperi=

‘A Cyber Semunty in India: Weed of the hoor?

“4 Laterature Heviswe on Cyber Secunty 1 Indian Context” (Ghate & Azzarwal.
3017) 1= & paper authored by Shwsts Chate and Pragyesh Kumar for spreading
hwinﬂgtm@ﬂmm:wmcﬁmm#mdqb-—mmhﬂ&
Itfumﬂeﬁmmdhemgacqumimqﬂlﬂmﬁfﬂdiufﬁhﬂ—mm
Iﬁgﬁﬂ'hmﬂtnﬁtﬂ:ﬁmlrmuim]uﬂmﬂmm&nﬂlh protect the
mﬂmlfugmmﬁﬂrmq trpe of malicions cyber achviiy. Iu.]:r.ﬂm"
hmuntstﬁnftyﬁr—m&&mwhﬂﬂnﬂhmhdnﬂﬂﬁm

and imphications.

Thepi'pg-mﬂaijtad br Rapiv Kumar Sngh (Sngh B K, 20i3) addresses the

Ee



SAURABH SINGH

m&]thmm&ﬁmﬂmﬂmhmﬁnﬁﬂaﬁwhﬂ;hﬂz
brousht many noteworthy chanses in the IT Act 2000, theuzh thers ars many
ﬁmrgsﬂld&hzlﬂ:&ﬂepq:uﬂu&eﬂgﬁﬂumuﬂtpn&wma
mﬁun:gadbﬂum’raﬂwﬁnwmrtﬁ:mﬂﬁmhﬁi—
SOTEINENCE, E-COMMMEETCE 3nd & ConumicStignRe -

b. Cybertamorism: & Primary Conceanl

Authors Binny P! Sngh and Anlst Verma in themr paper titted “Cyber Terronsm -
An International Phenomena and =n Emment Threat” (Singh & Verma, 2015) talk
shout @ vanons mobfs and soals of terrorst aresarstions behind v oyber-attack
'Exerhyhxmﬁermim termorist make uss of ntemet for campsiening
ﬂ?ahmgmﬂ:&:lnﬂmg

The paper til=d 2= “Future Towards Danser The Temoe of Ovber Atiscds" (Sharma
& Bhalls 7015} explores various defimitions of cvbes tezror=m and discuss various
forms of oy ber-attack=. The paper ansivses zoms of the maje nsk moled m ihe

" Biggest Threst o Indis - Cyber Tetrdrism and Crims” is 2 papes (Naik 2007)
wiich talkes about some defouhone related o orbe Eronsm and ovber-oime I
2iz0 fpcuzes on the method and tools of attacks that are smploved for prosscotion
of cybear-attack The paper exploges vanous srsuments that esplains how India’s
rational security 1= affected from such cyber-atteck= and sctivities related to oyber
teryoriam.

The paper titled A Critiral Study on Cyber Terrosizm with Reference with 25/11
Mumbad Affack” ﬂh&ﬂgﬂﬂﬂmﬂt‘sﬁ&e&m ‘Crbsrrorism’ snd bries
tﬂd&m&ﬂesﬂmmﬂdﬂﬂu‘ﬁfﬂi‘hmﬂaﬂmhﬁhﬁﬁhmﬂum
m&n'bm@mmsmmqhgmmdﬁmhmnhm
the parspective of evber laws:

t. Idermafronal Coprersfion: Seiurins Cybarspace o Nentmalizines Cyberw=iare]

'A Study on Cyber Seaumity, The Iesaes and Ciber Crime Rates in India’ (Mistua,
D, & Hooda, 2014) focnses on the slobal crber security scenario and how the
dmdmmmmmﬂﬂm lﬂh].h.utﬂ:!
mdr@uﬁru:w@ﬂﬁmﬂﬂwmmm
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by the govermmest

Ancther papéy titled Cybes Security it Indis Problsrs and Prospecty [Devi &

‘Rathes, 2015] addresses various concerr from the incressine  Echmnipeseai
advancernentin [T The paper highlichts that the mber-stat= zelzHons hsve drowmnad

-cerfainly forgotten shout the ssyvers implications from the cyber world. The paper
2l=p shresses upon the fact that since there exist= no balance of power in the orbex
wuorld, cyber-attarks seemvto have encugh potental fo conrert the sequrity dilemma
of ztates mtn-real act of spevecsion: Therefore, such an understandine of events
demands & sons mtermstonal cooperation

“Cyboome and Information Warfare - The New Avena of War™ (Pathak &
Sharma, 2015 mwm&mﬂ?ﬂfﬂﬂwj{' &Eﬂneﬂmﬂxkumﬂai:,

warfare - Information Warfars" mhhﬁmhkaplnm’h&ﬂmmmﬂm
to sshotase the dissts| mfrastmotors (emrompseine: of informstim systems) of

mrh?ﬁn@img,danmgﬁgﬁhmngi'ﬂﬂwﬂhﬂm Fﬁib&!f
understandine of such kind of warfare which i= ofign scdmowisd ==d a= Mo Contact
Wazfare {NCW)L The papar talks sbout the preventive maasimres to be takeninorde

b préventicybi-od

The book tifled "Sérurineg Crherspace: Inteynational and Asian perxspectives”
(Samme] & Sharma. 2016} talks aboat the Cybersecunty-issues with raspect o the.
Astan perspective. The bock 1= drrided mitc teeo sections: Intemational perspective
an cybersecunty and Agan perspechive on Cvberserumiy manly fomene on the
varous facets of secunng cyber space with respect to the mvressngamount of data
flose towards the Sonth and South East Asia

d Establishing a Nexus and Initistine a Dialogne: Public Private Fartnership
(FFY)

The Taszk Force Report poblished by IEE:\ (Institote of Deferwe:Stdias: and
Analvas) ffled “India’'s Cvber Security Challenges” (Desay et al. 3012) 1= =
masterpiece on cyber secunty challanees fared by Indis It helps in definime cyber
zecumity by providine an overnew. [t talles shout cyber wear and winy a cormbry lks
Indis thould be prepared for it It also sheds some light on the paw public-privets
parinership (PPP) patterrs and how i is responsibls for protection of crifial
mmhmhﬂnﬂ@u Eu-&m:yu‘hnu:ﬁhmgmgnut.l
--ruﬂghimﬂlmllpﬂhﬂmﬂummlw
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?ﬂmtﬁﬂarmﬂyqi{vhgﬁeﬂm}rtu_hﬁil 1'5:53!1&5!15]1.!..31_1';:521:&
1:Erh:ﬂyan:mmpmrﬂﬂai.ﬁwnﬁﬁw SE:IJIT‘;{PU'_E ndthﬂ:.spa::l]lr_a
=nities are the key-stabeholdery in the oiber domain sspecially when it comes o
companies a2ty sarees o produrt and sévices and al=s the ease of doins basiness
But with inrressed opportunities, there comes the grave dariger of cvber Hueat and
-cvber-attack to businesses Such & scenario has plsced these cvber secunite
comparaes in & state of dilemma — whethsr to focus on egsting busines: or eplors
naw opporhonias.

The paper “Cryber Security m Indis Present Statne” (Mallick, 2017} dravwes 2
comparison betrresn the United States Cyber Security Policy and Architecture and
Iﬂhtrﬁ%ﬂr%ﬂ%ﬁﬁmﬂhﬂgnﬂﬂgdﬂﬁﬂm.
'teh&mﬁ:hm]}h#lﬂgﬂg lileil:t!hlth&lijstrnughmﬂmﬁnfq cvber
-anmutrpulzv:nﬂnrnﬂsmaﬂxﬂagﬁ:ﬂmmmﬂﬂmﬂh!mﬂlfﬂnmmﬂ
'E'-h‘_'i.ﬂi'l" mmhﬁh@ﬂdmﬂjﬁmmﬂﬁﬂhﬂ
bmnﬂmﬁﬂﬂpaﬁﬂmkmuﬂﬂmhmimhngﬁhﬁuﬂha
sequmly nexns by providine oyber semunity solubons fo varous econoemic
stakeholdsrs

The paper titled “Crber Security Iszues and Fecommmendation:" (Verma & Sharma

24 fomises on-the nised By vamous stakehplders such 35 acad=rms, osness
houzes tiunk tanks, sovemment orgamestbons to-come togsther and discuss mross
relsted o cvber secunity Lack of dualozue behwsen vanous stakeholders makes ot
dufficult b fcem a prefound =nd sivateswe policy 1 svno with the naborsl EEEIZIJIH.T
Eiﬁmmg-ﬂpiﬂv I:hﬂ'l'lg tnﬂtniﬂgm.ﬁuntmed'ﬁnm-uﬂmﬂgeuhmm
ftﬁhfl:;ﬁt‘:‘bﬂ—mnﬂa

e. Imparting Wisdomm Cybar Security in Edocation

The papss “Cyber Secuniy: Challenges for socisty — Literature Heviewe” (Tonje,
Easture, & Chaadhan 2013) shesses upon the need to inruleats the habit of orbez-
stlucs, ovber safety and coyber-secunty amome ofizens snd that too Som = vary
tender age [herefore, such tcwues need to be misgraied m the educsbonsl
curmirninm. The amthors kighheht some of the new emergine, trends i the field of
Eﬁruﬂmﬂrmiaiimhnwmﬂzﬂqhnﬂhﬁwmﬁﬂdimim

i



'Ezmn'gnnlndz i e paper Ir_aiunw.&mz'_'k #laciaf socalled ‘nevis’ etwesn

ﬁﬂzﬂwﬂhﬁmﬂ;mﬁhwﬁi&w {5::’3]1_&:1}'&_ & Fumss,
2018} brines out the fact that thoosh ' thene misht be lﬂ:lteg.tpdxc}'mphcﬂ-m
defénd owr cyberspace and fizht cybar-atiarks Mqhmbufnﬁ]lﬂwm:si
relasted o cyberspace. The suthors alss focus an the fact-that there is a considerzble.
highlight the ne=d to blend sastern and western ideciogiss to have 3 pro-active

Fram fhe seviewed hterature it con be deduced that mujonity of the papsrs and
journale sre talkime about cyber security ac 2 whaole. Most papers are mfoomative.
'Ezhhtihrmﬁrﬁlmhﬂubauﬁﬁdlmmﬂhmﬂ:mw
'mﬁmmmmmlmﬁﬁgﬂmﬁaﬂzmm
I&mimﬂﬂhﬂmﬂu:mﬂﬁh@z b sensibve, which meens
hﬂ:ﬁﬂlﬁﬂﬂmﬂm&ﬂqudﬁmaq&iummhﬁ@timtmﬂ:




Chapter 3

Indian Cyberspace

3.1 Introdution

bt Bt v rietenitts, ververs and propls i 4l by i3 =
information technology (A=Y, INCSP, 2013). Theze®are many ofgamizsbons lockins
inic the matters related b oyber zecurity in Indiz Tes cortainly difficult & kace the
historical backeround of the Indian cvberspace since theve are no official documents.
paper= or books which talk about it in detail

32 National Informatics Centre (NIC)

Tmhm;ﬂhimﬁﬁﬂgﬂmbhﬂﬂ:ﬂm&!m:Lrﬁnm&zWTm
m@ﬁ&mMEﬂWWﬁhmﬂ&Emhmwﬂmﬂwﬁ
sstabiished undes the asgis of MsifY's Dspartment of Flectionics & Information
Technology (DeitY). The pomary rols of NIC i= o steer =govemsnce spplication
lamckied by Goverrmisnt of India 3t national state snd district levels. Majority of tha
sovermment websites are developed and lsumehed by NIC In shirt, NIC provides all
régarded ac the barkbhans of the telecommmimication sectns In India

3.3 Important Networks of India n eariy 98c

i  NICNET [National Informafics Centre Netwrrk)

In ordar to provids internet services fo government and sduunistrative bodies
trroushout the country, NIC et up a satllite hased commumicstion nehwotk
witich was nmamed NICNET (mEdho. 2012). It &5 the wotld's largast satellite
based commurication network svstom It provides IT solutionis and enables
eechatiss of information betwesn varous sovermment bodiss and ofner
corpozste and bissiness houses. Ths natwark &= best sutted =t tmes of disaster

gnd naturel celanuhies.




i  INDONET

and solubons & pedividual tIEE'EiH'!-dﬂ:ITFﬂIE.E grats and busines Eﬁgﬂ'ﬂﬁi‘ﬂur e IR
incubcatzd the so called “nehvork culturs™ in the coontry.

i ERNET (Fdueation amd Research Network)

Thsmma&uﬂhmnﬂm:mdpnqﬂmpmrdmﬂﬂ:mﬂm betwesn
Gmtulhﬂiltﬁuﬂiﬁiﬁmieihmﬂﬂmpmt?maﬂm[L“m
ImSdhm, mmmwﬂmﬁdm&ﬂmﬂwpﬂ
inculests & culture of Resesrch and Daralopment (EED) in the country-in the
ares of networkine snd mismet India's fop sight Ginest techniral mstirbons,
including Maticral Centvs for Software Technologs NCST), Indian Institute of
Soiztws ([(Be) end fve ndian Instinte of Tedhnologs (IIT=) weae part of the
project ERNET now has: many collsboration=  with other educational

4.2 Indisn Computer Emergency Response Team (CERT-In)

CERT-Inis 2 nationa nodal agency zet up under the aepic of MeifY. 1t deals with oyber
mmlﬁk&hmﬁ:gﬂn&phﬂmarm;gmnhﬁhmqmahmu]m
m.um:nﬂmm rhrﬂ:&-&td‘lﬂﬁim}'h:ﬂmmgﬂnhmmm 1t collacts
m&m:mﬂmﬂﬂlﬂﬂ{ﬂ:&iﬂﬂaﬂl it also forecesis aloyiz
and issmes advisories to varicus argamizstions. [t trains [T profeéssicnsis snd other
officials to deal with any sort of malicions evbiér activities

3.5 National Information Board (NTB)

'-ﬂBﬂInﬂ:natup?uhﬂ_,-ﬂm]uusﬂpEﬂ h‘Dd‘:’ﬂIlE‘.l‘l:ﬂ‘BEmﬂF ﬂmagun:yﬂurh:mﬂ:&t
the direct supervisior of Prime Mrmister's Office [FAD) end 1= headed by the Natonsl

Security Advisor (WSAL Any policy matter relsted to oyber secunty are discuzsed in
&ghﬂﬂ@mﬁnﬂumdmmﬂmﬂwmw[m
NIE comsists of 71 members. a1l of whom ars =a|;g_=rt.m£=hﬁn1mmgntnffn&u§ﬂ:}ﬂ
(Sinsh V., 2013),




3.6 Natinmal thn Coordination Centre INCTLT)

the iz=ues concermning cyber secuxity. It came into existence in 2014 and works under
NIB. MCCC has= been classified asa government cyber sacurity project writhont any legal
framework

3.7 National Technical Research Chzanirstion (NTRO)

NTRC 1= the techrucal mislhesnce agency of Indis. Tt iz solsly dedicated to gatherme
techmical mizllizence. ‘thﬂhemupuﬂnnﬂﬂmmﬂlmnwwhm&ﬂthﬂ &mﬂﬂ
mﬂ"ﬁimtﬁﬂm -DE.E.EEJ:‘I. dﬂhmﬁrﬂﬂp.ﬁgsh!zdtrlmt
E:EI:EH:'.E

ol e e ¢ B e Tl e e e

MNOIPC §= foomied onder Sertion 70A of the ITXA &s-a zoveinment ozganizatitm
(CIIRC, 2017 Ttis gpevanonal since the year 2004 1t = dessgnated 25 = national nodal
agency for protection of ariticsl informustion infrestructure. Ithasidentified “Power &
EH.E%:I.F‘ ‘Telecom’, ‘Bankins, Fimsmris]l Services’, T:mﬁpﬂ:!' ‘S’tmh!‘gt: atnd Pubke
Entgrpmizes, and ‘sovemment asmh:llﬂtmam;d:hﬂdm.frﬁtnmhmenflmhn{ﬂﬂ
Emhmﬂmﬁmmmﬂmmﬂaimﬂman&ﬁzmmﬂlqﬁﬂum
hfﬂ&tpﬁh:':rﬁﬂilm E:cperhﬁezhaﬂngmdilhuhm.lmnmh:em]r

warming o aleris
3.9 Information Technalogy Act 2000 {TA)

IT Actor ITA of 2000 i= 2 iaw that deals with cybesoimes and disital frand in Indis The
Information Tedhmolesy Bill became a lawon fone 8, 20000 The 19596 Uimted Nations
Commiis=ion on Internatiome]l Trads Law (INCITRAL) for adopBon of meodel law on
electronic commmerce {g-comnmerca} became the basis of TT Act The 13w iz applceble in
mastters of s<commerce “digital fand and orberaimes, The TTA i= divided inko 19
chapters, 4 schedules and 2% sechons The Act classihed cvberorimess gsamst thres
categanies

i Individials:
i 5Ei"_‘hwi}_ sty
ﬁ]. {h i. -




The ﬁﬂm@ﬂﬁmmﬂh&mfﬂﬂlﬁnﬂgiﬂﬂlﬂﬂlfﬂﬁmﬂﬁ
WME@EMI&MW En&ﬂfImiuﬂ:.‘l"E‘;‘!fEﬁﬂY IT
At M_'Lﬁn'nnniﬂunn_ﬁu provizions undes the IT Act 2000 ars listed below in the
table

The [TAA i= an addviion to the [T Act of 2000 which became oparational from October
37,2009 (NMeitY, IT (Amendreent) Act 2008) The additions wers mads m order o
enhance the ITA The amendment miroduced Section 664 - publishing of false
informabon whach scoounts to 3 years mmpnisanment. fins o beth. The TTAA focused
on dats privacy, information sscunty, in!r;:fmungiﬂﬂwﬂﬂﬁmhmufmmtéim
ﬂ!&dﬂgﬂﬂﬂiﬂﬂﬁﬂgﬂuﬂn;ﬂ!ufw-hm&ﬁn:mmﬁh
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Tahle 3.9 Major Provisions Under Informstion =nd Technology Act 2000, (Soures:

MeitY)

lﬁﬂﬁw—-]]ﬂnm“JTMgﬁnm

sl 0 e Sertson £6 tof 1 more
) | st | G
Upto T Shakkis or
Diata Mompolation Section§6  mugmizonmantup to.2 years
_

_ Enuul relzted crmes | Bection 664 | TUptaf ] oore
Eﬂa.‘:-bn:;pulum H#?‘_.ﬂ-'tll-ﬁhw
devies i

T _ | Dpwtidbe
Idemity Theft Saotion 6BC | mpriscemant np to 3 yasrs
o= both
— - _  Tpwmilhkhor
Eﬁnpnitrrmg ‘Rertzan BT ﬂ:qrum::::ltﬁ!ﬁlm
'_Pi E I = .T.. | .- - !!Ip.ﬁi:fha‘_“#_'
maze= of others Secnon ASE | mapmisanment up to. 3 years
. withomt conssn ex bath |
Actzaf =
__ Crbertenmrom | Gertina b | ikl trron I iacont _
) Upto T10 lakhs =
Defamztim Bection 67 ihgtﬁmﬁm’ﬁm;
| —ﬁu_i,q".aﬁ'_mg_ _ ) =50 Upmfmaﬂsu
Fomozraphy amd e | imprismmmantup e T yes
Child Pornography . zz both
e & ﬁwiihﬁiﬂ'
Bresrh m Prcaey ‘ e lll?.-,' |m§rmmﬂ-ﬂpbm}m
- ot bathy,
. Upto ? 1 Lk or
:MEIFIT Sectron 72 mupmisanmant op 0.2 s
: o both
36



Chapter 4
National Cyber Security Policy (NCSP) 2013

4.1 Introduction

Hatiomal Cyber Security Policy 2013 is an offical document published by MeitY, that
includes fhe seedmap of crber seconiy and beming 2 womrs ovber scosystom
throushoot the coumiry. Iiﬁil&-;:ﬂgg&nmmmLmL&hﬂIﬁgaFﬁnﬂﬂtmﬂﬁmm
focus points consisting of Vision, Mission, Objectives Strategies and Operationalization
of the Pakev.

&L Background.

The NCSP was mifiated when The Hmdu' Eﬂ".n‘ea‘r:mald-!:ﬁa:ma. 26} one of =
reports revealed that Indis was fhe top target of sooping by ‘the US"s N3A The
docaments leak=d by the N34 whistle-hlower Edward Snovwden confirmed the news.
iﬁrﬂﬂmﬁh!ﬂnﬁﬁihﬁmﬂﬂlhmﬂ?mﬁih?&mJEETﬁh
:hamﬂdahgﬁmgpngmﬁ hﬂhﬂm.ﬂtﬂmm&!ﬂm
iatter s=ceili- stole billicrs of dats from various wrebservice providars such == Googls.
Micvosoft, Yahoo, Apple and social networking sites such as Faceboole and others

After twa davs of The Hindu news report, The Guardian’ (Burke, 2015) brousht cut=
similar report which revealsd that 354 was not enly spring on India but alsc on the
Indian Embas=y in Washingtom and the offic= of Indiz"= Mission 0 U in New Yok
The documents leaked by Snowden demonstrates the degree and nature of hostlity of
waksuy call= for India to ssfeguard iteelf from dlesitimate mooping and sprins by
foreigm commiries which could be stremely hostile in nature Indis needed =
mﬂm&mﬁwﬁkaﬁ.lp&mdiﬂm te tackle sny soot of malicious eybar
Elﬂl.i’ﬂ]ﬁp'lq“f’_ﬂdhﬁ-ﬂ'ﬂs_ﬂ:

43 Undersianding the Policy

INCSP is 3 commmendable step in the risht dnﬂmhkmh?&ey:rmtfhe;m}mr
works gz 2 stepping stone invenbancing the oyber ecunty archifecture of Indiz. The

=



z) Information and Communication Techmolozy (ICT)

The cyber polioy should be focussd and dedivated towards B&D of the ICT sector.
The peliey should promots the culturs of estsblishing yezearch lab and mentutions
with the state-of-the-art dipital mfrastrocture. A couniry shonld alse have sound.
effective and etficient technolostes to counter any sort of mahmons cvber acteity,

bi Mlitary & Defence

Cyber palicr of 3 country &= alwars i co-relation with the Milifary & Defence
Crbertmroni=m and crberwariare ars two major threats which svery country facss
ragwr-a-davs: Ilhﬂwﬁhﬁé&yﬂm@ﬁeﬁmﬁﬁiﬂrpﬂwm
rrpertant role in coinbry's natinnal secority: Bot with chansmz Hmes, wars are
now fooeht on the orber font rather than on the batflefislds It iz gudal for =
-couniry o have s ovber army which looks into the Gsues related o ovberespionase.

<) Economy & Bnance

mwﬂumglmﬂup]num}uimﬂnﬂmwii
Eﬂmhzﬁmhe:ﬂmzlmhdfmthﬂmmﬂz m!hehmefﬂigrhi
CIITENCT. Mﬂatﬁmﬁalﬁmhﬂpﬂrerw to

d) E-zovernance & Human Rezources

“ﬂEMEmhmﬁ'Wﬁﬂéiﬂmﬂmﬁ
w}mlmh&wqha_m?mmﬂi!dm;mnﬁmg
detend critical mfrdstructure of the country i= alss important A wweil drafied evber
i Shold s S ey, st st eobab it Lt e e

country’s cyper worldoaos
) Bafegusrding information and privacy of the individus!

8



The topmost prineity of cyber palicy of 2 coumiry should be safecnarding the
mmﬂ.mmﬁd:hmd!ﬂﬁihlm%wﬂtﬁlﬂ:ﬂghthm i
tmﬂknmﬁa.tpenph do mot ke their personsl space %o be snoneched m the
mmanfni&lﬂ.ﬂalsﬂﬂ'u:l:li\ :lwtﬂ—ﬂnftﬂd—j'ﬁﬂpcﬂicfshuulﬂ.thhrﬁpﬁtﬁ
fimdamential rehts of it atizess whils safegnarding their nferesty againet any

fi Public Private Partnership (PTF)

Frivate enhiies ave the Lev stakehniders i the cvber domain, especially swhen it
mshryhummﬂhgﬁﬂm%gmﬂg%nﬂmﬂmhnhmm
mmilb-national companiss. banks, and othe  ecommeres rﬂiteﬂ snhi=s
Edumhgjiindxuchudm-m%n]dmmmpminm
mmpﬂﬂﬂﬂmnﬂﬂ:ﬂhaﬁeﬂﬁrmgﬁmﬁmm
and ustomers. But with inceased opporturities, there comas the grave danger of
qﬁé'ﬁ:ﬂfu&iqﬁaﬁaﬁhﬂ:bﬂﬁ:hﬂh&ﬂ.%ﬁ.m&hm&sﬁﬂe
way forward for vital partnerships -

gl Infernatiomal Coopemation on Cybersecmity

The inbersizbe relafioms are trmersed mmmnnoﬂ:emﬂcmm-bdﬁhrrm
m;mﬂm There exizte o balanes of povwsr in the oyber wonld,
and cyber-atiscks seem fo have enough potential to convert the security dilemma
ﬂfﬁ::hanrhzﬁdmﬁfaggrmﬂmdm: sticl an understanding of events
demands & strong intermational cooperation. A yveil deafted evier policy promeotes
2 shrongsehise of intemationisl ¢ooperation with respect to matisrs concerming oy bex
sipiomags i=requitad bo brng camarzdexiz amonz the conntries

44 Buief Analy=iz of NCSF H13 The Shorteomings

a Ambigm:mﬁdmnﬂhe?nﬂ:y
i  The Unresolved Dilemma

(D=L 2013 One of the aspects of the pobey 5= conadered & be soomomy
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houssy and othe ﬁalmh:ldashm:gmg!hﬂm:ﬁn?iq’aﬁ
mnﬁ*paﬂmspamnﬁﬂsmmﬁmhmm
crhes Pul:l::}'.' The NCSP Eﬂﬂﬁl‘l:l%'“ﬂ = dilemms b adn‘pl:ﬂﬁlﬂ
Eeoromis drivan or Leglation driven appreacit. On the one hand it falls
sbout supporting organizatione to adopt haalthy cvber security practices
and-appoints varion: ‘authorites to moniter: angd ook after the oyber
sezuritv-needs of the czganizabions and keep & Hmely assessmentrepost
fizcal schemes and incentives {MetY, NCSP. 20135), Wheress on the other
hand, # zays that the compames should kesp mandatnry suditreport= fox
all evber sermmity sclubions. and prepavedness: prachices alomg with
m:huﬂmde&echrmeﬁdmﬁ:mﬁunmﬁmmﬂuhﬂ' NCSP,
':’i:ﬂ'_:l]. ]hﬁht?ﬂﬂﬁﬂﬂifg&ﬂfj'mﬂaﬂnﬁuﬂutﬁmmthr '.[nﬁm:n:ﬂ_tu:u:l.
Inﬁ:sh:u:hnﬂ Ih#&qﬂmmts_;enﬁ:mwrhﬂhﬂdufﬁialszhﬁuﬂ
ﬁmnhrgﬂ?mmm’lﬁﬁm'? What ar= the varoos orit=ris
aazﬂntammpmfuhmmﬁ?mmﬂthﬁemlmmﬂﬁ
‘ary termis and conditions srith respect to the sschor to which the particaiar

=H

Taking a3 Siance

WOSP lacks transparency on méprmation sharme and cooperatiom (Mei€Y,
NOSP, 20135 % talke shout developing halsteral and mmitilateral
relaticmshars but doss not clearly specify what rols Indis wants to plar at
larzest expooter of IT produet and services and second largest internst
users base after Chine  showild cyeate more oppertanitiss for becoming &
iohal lesder in the crber world The policr should mention imtistivas
E.u:lu-t'l:IErPlEnﬂfa..—tuﬂIE_

WCSP tngpers the classc debate of Bight to Povacy versus Nabional
Secunty. The policy doss not talk 2bout methods and techmgues nsed for
data collection and other practices [t does not mentiom techmgues.
rezardme safesmarding the public mterests In the entwe policy there i=
aﬂl?mpmtwhﬂihﬂu']hmﬂﬂhgtﬂzﬂﬂnnpmmqfhnm&m
n*nufrmﬂnﬂ.ﬂ:.lﬂﬂéuhnntnammlmﬂumﬂ MNEOSE, 1013)
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b. The Organizational Overlap Figure 14: Cumrent Cyber Otgznizational Structure
in Indis (Source: rreated by Authos|

Ve prmpannt
ul Ll (Faul)
i
Fldiidmh b
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I“rﬂll‘?fllnﬂ-‘il W | A | ] By | _
seer | [semre ]| saes | —{ s | "| vty | fesf s |
—-l i | | FERE
MARal | e e
] L
—=[ |
il e il ey Ak i m
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NCSP iz anstional cyber palicy of Indis but does nottalk sboutany sovernmant
crganizabion which Iooke:inin-the iscuss -conceming cyber securify, I ds
sonsidered to be one of the biggest drawhacks of the policy. Despite this, there
are 3 mumber of argamrabions which are-monfionns the ovber ecosysiem of
India

fmtuﬁnzgmiaﬁnndmgmm_ﬂmhemljmdndad h!.EtﬂlHEﬂIEmn]iEl-lE
mmmqm of India which malse ﬂ':ﬂﬂvnmiiﬂb.ﬂ
m#wm&m&mﬁWMiﬁhﬁL*&j

L Cyber Security Architscture Tier 1 (Under PMO)

There ave currently sizht apex sgencies andes the PO that are working vtk
the matters relsted io ovber secumity. Cut o eight =i of thany are complately
= bodiss ==

i) [National Informastion Beard (IHIB) - policr makins. body on cvbex
STty



il Nstioesl Cyber Coordination Camtes (NOOU - warks medsr NIB

i1 | NeHonal Techniral Fessarch Chganizaton OTRO) — dedicsted
?ﬂm!m—ﬂagmagamnflmﬁt

i) National Critical Information Infrestracture Protection Centre (NCIIPC)
- anextended unit of TR works for secmins crtical mfrsstmctma of

v)  Jomt Intelligence Committee ([0} - works under Nahonal Security

vi) Resemch and Analy=iz Wmg (F&AW) - Indis= eviemsl mtalligencs
agency-aleg Inoks after cyber threat= or attacks from foyezon land.

2. Cyber Security Architectors Tier 2 (Under Ministries}

Thexe ﬂ:ﬂi‘ﬁdﬂiegﬂllmhdiegtl:mhngnﬂdﬂ tour mird stries dealine with'
q‘bafmiywﬂﬂ:muwﬂﬂﬁmlsﬂiﬂmrm Ther ar=:

i) Miniztry of Dlefence {3sD) - Under MoD, there are organizations hke

Defence Intellizence Asency (DIA), Dhirectorste of Military Intelligence.
fﬂﬂll]:. Dreckerat= dAt: Iulr_th;uxa (DAD, Ehrer_hn:h of MNaval

l_'[l'IﬂE.:'-'!iL I!é:am& Rezeazch and EEE"FEII:IP:I:I.'E'I'ﬂ U‘:Eini'lﬂﬁna:l. {U'EBD]

8  Minisiry of Home Affairs (MEHA) - Under MHA, thers are crgarazations
(IBFand Central Forensic Srianee L abaratory (CF3LY = CBI dovision which

#) Mimsiy of Electronics and Information Technology (MeitY] — Under
LALoirY, mﬂnmmim lilw Nabiomal Irformatic Centre (130, Indian
Computer Emerzency Beiponse Team (CFHT-In), Cenb= for
Devslopment ‘of Advanced Computng (CDAC) rsspensible for
developing state of the art technclogies for momstoring cyber actnthes.

&} Minishy of External Affaws (MEA) - Under MEA Ambaszadors, Hich

Corrorissizners, Defance sttachs from varions Indian rl]]ﬂifﬂrﬂ:_m
Tomit Secyeiaries Imimk-lﬂﬂ'ﬂhesﬂahmmhum

3



e

3, The Parallz] Hisrarchical Dizorder

would vtk to fafeguard the cybérspace. But the question raises, i each oneof
them doiris = commendabis job? Such mm ovefapping crzanizational structure
oriented wimks

4 Wheo iz Responsible?

1]!5& q.‘l!':l:-h:diﬁ. m‘gm:tmhnm?and initiatives undey [FIII'.IIE]IEI:‘III_E'EI-
EEEFF.hJJE Joint Segstares, ﬁmni{'ﬂm]s Air Marchais, Eau:ﬂl.dm::mi-&.
Former Direcinr Ganerals of Police (DGPs), semior most boresorrais, refived
(refar Table 5L£1L With =urh a' newes of hishzaniins officisls, 1t brings

3 The MEA factor

respemsible foo amnﬁmmnﬂmagmgﬁm“ﬂh
'.h.'tlhem‘ismahunal mfn.dn.—ﬂﬁ Ewha'szmﬂv Feramis lllllil}_.ﬂ'.t pmgrﬁ-r
Accordine o MEA fari=hest (AMEA, 2006), Indis’s CERT-In and US's Nationst
Cyber Seourity Divizion have already signed an sgreemment The document slso
talls about eoopezation between India’s Standardization Testine and Quality
Cestification (STQC) atd UF'= National Fristitote of Stanidards and Technolosy
QST As aiatteraf ot Both CERT- T and STQ comies tisder ths juiisdiction
of 3i=itY ot the decument £2iks to mentions anviing about Meiy

Cther Major Shortcomings of NCSP

b The policy fails te talke about TT Ack 2000 all-tozethes: Insas= nf_in?'-:mﬂlrl;_
IT Act will alwavs prevail a5 the ovber policy s just s roadman.

i it do== not mention miss and responsibiities of vanous stakehodders for
mmplementation of policy olecives

iit. The policy talls shout creating 2 cyber wezlfores of 500,000 profestionalein
tha mext Frears tut it doss netdlarifi- the funchions soles and responakilites
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#mﬁi:mﬁml’ﬂéﬂ RICSP T3, Inf:!_j::mﬂzig-h[ﬁlﬁ_ﬁiltnﬂ
ﬂm:saahnhse—ﬁjﬁﬁﬂn:nmmﬁmmhmﬁuﬁﬂtm E!.EJ

o The poic sl talls aboit deved idigicis prodicts for eyber securit
i arder fo reduce dependance on global supply dham (deatY, NCSFE, 2013)
Inﬂuﬁ:ﬁtmd!hllimi'h?hgﬁhﬂmghnhmﬁﬂﬁ:ﬂmmdﬂhmﬂﬂthe
nﬁmﬁmahmhedﬂmggﬂnhﬂajyjﬂtdmm




Table 44: India’s Premier Cyber Organizations with Ranks of Officials heading
them. (Sonrces created by Authe)

India’s Fremier Cyber Orpanizalions
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Chapter 5

The Fadjn_g & Faj]jng Pﬂ]jcy

i:rllﬂsarm:l.h*mﬂd_lﬂ:m vexz Fox dlhaﬂﬂhmhuﬂn&mmmuﬂmnr
Fesponze Team (CERT-In) Anmcal Beports (2006-17) wa&tu]hc!edanﬂm]}aai
CERT-Inis s national nodsl agsncy that deals with ofber secunty threats bk hackine
snd phishins Ttis 3 drvision that comss under the sesis of Mest)

Every vear CERT-In brings out = briet snnnal report-deseribing the: overal] seourity
Inrepaorts starting from the vear 2006 ap Sl 2007, [thas been argued that there s a dive
nsed to senethen our cvber secunty defence and to zevize the NISE

51 Incressing Cyber Security Incidents

Tmﬂlh.snggtﬁﬁlﬂﬁlezﬁtﬂgmﬁﬂmtmﬂﬂ n number of cyber security
in:ﬂmﬂzi}emnhanfmﬂuﬂrwnﬂﬁmnaakﬂﬂnnﬁ;ﬂLliiﬂEmhmwﬂu
the NCSF was made public Thes=s ncidents includs Websie Intrusion & Mafwass
Propazation, Malbripis Code, Phishone Distributed Denial of Service sttacks TWebsite
Defacements and Urauthorized Scannma activities (CERT-3n, MK8-17)

5.2 Indian Website Defacomeni Incideni=

ﬁT!bEdﬁDﬂh:m;aatfPeufmlﬁqaﬂﬂba-iﬁmﬂ{ whese 3 hackey hacks o=
server and changes the lock of the bargeted webmte, chansmg the sppearance of the
wbsite or the wsbpags Tt basically means drawing sraffifi on the wall but virtually,
Accozding to came studies (FTL 2005), the mam phjective behind website defacementis
F:i:pﬂi.hﬂgpﬂﬂhﬂ].ﬁﬁﬂ:dlﬂ.ﬂ&ﬂhg&ﬁ. mﬂtrgtn‘h:nfﬂ{rlnﬂihﬂnﬁrﬁﬂiﬁ

wmhmimiﬁmmm:hmﬂ
ehind i {Gosveemi 115)

3.3 Eol Infacted System
This iz one of ths mest danpsrous cybanyimes. Botor Bot-niet is mads up of two wozds

consisting of Bobot’ and Tletvwark’. A Robot = anvihine which furctions aytomatically
=rd parforms certam set of comnmands oy obeys orders wherssas 2 Nebwork 1= group of

37



which iz infected by malicinuy cordes Thevefore, hackers uve Botor Botnet which males
it 2zsisr bo op=rat= = EEII:I.E!F’ﬂEﬂEEEﬂﬂEE‘Eﬂ o & nebermrk infected with & malicious
eods. The nomber of botnet tnmidents hes bean zraduaily on the fse m India amd wees
msinmm in the Fﬁuimﬂﬂ,lﬂlﬂ.lﬂiﬁaﬁﬂzﬂﬂ’..

54 Inrideni= of Phiching -

Phishinz iz used by hackers to steal crueial minrmaton such a5 oredentials, bankins
themealves as legst entity or suthonty and demand mformastion from the user
According to the (ERT-In. plushine modents were ma-omum m m'!—:d_ﬂ&! b 38T

5.5 Incidents of Viruy/ Malirigus Code

potential softwars which can disrupt ar destroy the digital infrastructure “According to
CERT-In data such ncidents are increasing at a sigmificant rate @nd masammm number
of incidents were reporied m 2104 and then in M6

3.6 Incideni= of Spam

Spam wenally refers to any unsalicited electronic mail for witich the user has not signed
up orregisiered Spam are generally onwinted emailks with melicious code or virps and
hmmlmmm&hha&mﬂpmhlmnfﬂ!mmuﬂm
te morey frand Spems wemeally promnts hﬂmg_!nﬁmdl&nﬂ_iﬂ“lnﬂihﬂ:ﬁ
TEvEal that the mumbes of spam incedents {cdoss o 85 659 was mdmo in 214

%7 Incidents of Website Comprize & Malware Propasation

Vith incrssss innumber of cvber-attacks: Indian websites sve becoming move snd moze
vulnerable to malware propagation: Thevs is = significant inrredse in compromise of
Indian webzites Mos? of the tarzpeted websites mﬂfgnﬁmmldunﬂtmbanhnﬁ
familite. Accordme ‘h:h'EEET—In shafasbics, ﬂtmng.lﬁﬂ:ﬂ-mcl:ﬁi Iﬂi3—141 thee was rapid

5.8 Incidarts of Network Scanning/ Probing




In crder to trace malicius schivities over the internet, CERT-In has set up 2 dedicated
fasility which monitors the nstwoak traffic oves the Tternet Sincs intemst is soch =
hﬁg&ﬂﬂﬂﬂ&ﬁﬂ%ﬂ@ﬁﬂgmﬂﬁmﬂmmmw
wmﬁﬁﬁmmmmmﬁgm
mﬂaﬂh@hmgmﬂaﬁmﬂyh&ﬂmﬂmﬂhﬂp:miﬂmng
timely advisories and send slerts to vamous arsanizstions These orpsnizations then
iﬂk&idrqueﬂrpﬁmdidﬂptmﬁﬂmd:amﬂhﬂuﬂqnﬁwhﬂﬁnﬁmt hilp them in
h’giﬁl@ﬁﬂhﬂkhﬁ:huh&nmﬂﬁiﬁmmmh&nwﬂﬁ
trom {16 )

5.9 Analysis of Combined Cvber Security Inridents 2006-17)

The Indisn Eﬂ!u'pﬁﬁmﬂi?lﬁfeﬂedh?ﬁpmfﬂﬂﬂﬁiﬂ by incidents of
Vous/ Malicions code, phishing, ncdsnts of Ul.-zb:n:te Comprommiss and MMahwvars
wm&&mﬂmmmﬂnﬁtuﬁpmtamﬂ_hmﬂﬂ
m@ﬂmﬂ:m!ﬁlﬂnmﬂhnn&uuiwmgahtmv Fr_kpui,m
Haxmmgnnﬂﬂmﬁmewumghlhpapﬂ:nﬁnmlh;maﬁﬂufﬂﬂtmm
Furtherrmore, Ipm-hé.:is o malicions achivibes ke phiching and infecting system or
nethweork with 2 viras o & mabicious code, The best advisories izsued o CERI-Inis
arrumstances nevey download Gles rom any sRspicions mail and ‘the most important
thine neves ever share vour passwimd

5.10 Cyber Security Response Activities by CERT-In

’I"' : e f-.u 'E' i me help 'Ii"'FEFn-E z

hmnlgsﬁhmlhﬁshﬂuiwmk&ummlﬂmhf?mg#m H:raa:fs-mi:halhtgﬁ

n the crber domain and be PIE-P-H.‘!E&.EII! mvgm‘tufeumi:gﬂratha:tm:-ﬁ

311 Cyker Altarke from Foreizn Couniriec

Aecording to CERT-In reports (ndiz Today Webdesl: 2018, it ha= identifred varions
counties from where many cyber threats or attacks have onginated snd diverted
toweards Indis Maonty of cyber-sttacks on offinis] websnites of Indis 1= from Chima wath
35% attacks orismating from there. Followed by USA with 17%, Russia 15%, Pakistan
&%, Canads 7%, Germuany 5%, Natheriands 4% North Fiorss and Francs with 2% esch




Tmzhismrmﬂ:mﬂe:ﬁmlweb&&auf[uﬂmm‘ﬂinﬁﬂpuﬂh
sactor enbitss. Thrﬂ:thnﬂdeph:ﬁmg.sgmmﬁ.wnﬂwﬁbﬂn
defacement Indisn companies that sre mostlr affectd b these attacks wer= Ol and
MatmralGas Corporstion (QMGC), Matonal Informaties Tentre {790, Indian Rattwars
Catering and Towmism Carpégation (IRCTC) and Cénbre for Railway Information
Svztems (CRIS). Soms of the Iarse=st puiblic sector banlk= in Indis such as Punjad Nstionel
Bank (FIVB). Cdental Basdk of Coxnmeros {OBC) and State Bank of India {SBL) wese also
saverely distorbed from these cyber-attacks

According o International Telecommurication Union's {ITL) Global Cyberzecunty
In&u{ﬁﬂiﬁ:uuulmtfar&z}mlﬂh Indis iz at 3= yank amone the het of 167
nation= {ITLY, 2017} on the lavel of commmitment of individusl coumibries. tovweards cyber
secumty, Indis had = score of 0.683 and = categonired wnder the “maturms” zechon,
Enawﬂm&w&ﬁ&hThnﬂn&iuhhhmﬂE&&mﬁnmﬂnnm&
Eﬁm&h&ﬁﬁmﬁpﬂﬂ;#bﬂlﬂhmbﬁl rI-:l'lu'Eb.'EElhﬂE
with Indis @ the “Msturing” category (L=, GCl =core betwe=n the Tth and 59th

gumﬂ:]&l &dhﬂmhmmhmﬂa ﬂﬂmsagtmtt'bmecmﬂ}—pfﬂgm

The index shows that Indis'is not vet 3 cvbér mature nabion and is notready for any
soit of majer cvber theeat or sttack India needs & shons, resillent Maticeal Cyber
Security Policy. The cvbarresponss activities are not effective encush to retzkate or stop
an attack complatelv: I¥'z thus time tn take some concrete steps and ravise the orbe
pobry to make 3t more relevant

212 Besesrch Findines.

i pational ssoomty:

b. Thete i = cudisl nsed to opt for enhancedd intemviational enoperation on the
matters of cyber serurty.

c. thﬂwmhreuﬂreﬁihnédwnm&tmmﬂrheavaﬂeﬂm;ﬂﬁm“ﬂ
Eqmypedwﬂhcrbﬂhi:hmlugtam'u = Siznificant nesd to sstablish &
baiance of power in the crber domain '

e, Mhnmalmmhshﬂshadﬂngeb&tmrmshhhﬂdagrﬂ
L ﬂﬂmnu. E:l:lpmﬂt “hoozes hmhng zecior, EmnmI sam Pmldﬂ!.,

i



Fromote a safe, secure and réshient cybarspace. '

Econmerce, E-povemance snd F-surveillancs all requiite a secure cyberspace in

mdu:tnpmﬁ-dﬁﬁdn:me& _
st

The percentass of Crber Security Awamness '='=."3t1'al1j' lowe in Indiz_ Fenphhl:k

basic eyber ethics and manness of code and conduct while surfing internat

Evary year, number of cyber security incidents are increasms at 3 sigmificant rate
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Fizure £.1: Cyber Security Incident: Reported by CERT-In (2006-17) {Source: CERT-In
Reporty; compiled by Author)

Cyber Security Incidents reported by CERT-In (2006-17)
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Fizure £.2: Indian Website Defacement tracked by CERT-In (2006-17) {Somres: CERT-In
= compited by Anthod)

Indian Website defacement tracked by CERT-In |2006-17)
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Fizure 53: Bot Infected Syvtem trached by CERT-In (200617} (Seuree: CERTIm

Bot infectad system tracked by CERT-In (20D6-17)
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Figure 5.4: Incidantz of Phithing reparied by CERT-Ia (2006-17) (Source: CERT-In

Eepartz; compiled by Author)
Incident of Phishing Reportéd by Cert-ln [2006-17)
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Fizure 5.5: Incidenrs of Virus' Malicion: Code reportad by CERT 1n (2006-17) (Soures:

CERT-In Beports: compiled by Anthor)
Incidents o Virus/ Maliclous Code Reported by CERT-In
(2006-17)
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Fizgurs £.6: lucidentz of Spam reported by CERT-In (2006-17) (Sourre: CERT-In Reparts;
compiled by Author)

Incldents of Spam reported by CERT-In (2006-17)
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Fizure £,7: Inridentz of Wehrite Compromise & Mabware Propagstion (Seurce: CERT-In

Website Compromise & NMalware propagation Incidents
reported by CERT-In (2006-17)
)
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Fizure 5.5: Incidewiz: of Network Scanning and Probisg (Sourcet CERT-In Reports;
compiled by Author) ' '

Incident of Network Scanning/Probing reported by CERT-
In {2006-17)
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Fizure 3.9: Analysis of Combinzd Crber Security Incidenty (2006-17) (Sonree: CERT-In
Reparty; compiled by Author)

Security Incldents reportes] by CERT-In [2006-17)
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Fizurs £11.1: Pﬂﬂhgﬂ%t&ﬂtﬁmhﬂhm:[mfﬂuﬂm
{\ap) {Sourve: CERT-In Repares compiled by Author)
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Tahle £9: CFRT-In Reports Dats — Cyher Security Incidents (2006-17) (Seures: CERT-
In; table eyented by Anthor)
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Tahle £10: CERT-In Reports Dats — Cyber Security Insidents (2006-17) (Soures: CERT-
Tn: table ereated by Anthar) '

4

siits

miy

CERT-In Report(s)

Vit

Analysis — Seenrity Incidents

(2005-17)

B

E

%

&

3

1748

g

AENEIRE] B

SR

3

416

5

E

#

&




SAURABH SINGH

Chapter &
Recommendation and Conclusion

E.lﬂrg.niﬂ[.mﬂﬂah‘nd‘tn

Thiere 3= 2 crucial need to restructure thie cwrent sovernment organizationalsetup. A=
stated, there dre more than 12 bodies n the Tisld of cber secuniv. This often causes
work ovarlap and overlooking of saxious matters. Grven below i= the proposed

Government
of India (Gol)

| PMO/Cub Sec

_ :
: :
[ NiB | +| NSC |
:
NCCC

—
: ! I !

NTRO MoD | | MHA | MeitY

Nource: Created by Author

Figure 6.1: Propased Cyber Organirstional structure (Source: created by Authar)

FL




z) Prime Minister's Office (PAMO)] - ]hmhns&hip#ﬂhmni&uﬂdhrﬂm
for =fficient snd effactive workine of the crpanization

b} Nabional Secmify Connol (W5C) — It will work as the overall soveming and
clan:mn—-mnhnghn&y on i matters related (o orber secumty &iﬂumunh} t
Wﬂlb&&.mﬂ'unﬂﬁdnﬂ:tmﬁmiﬁ}ﬁei

¢} National Information Board (NIB) - It wall slay 2 crudis] mi= i pelisy
frrmuiation and providine recommendation tothe N0, The vwotking strenath
of MIB should be reduced from 21 to ma:dmum §-7 membars. As the chairman
of I7I8 1= the IN5A. the deputy charrman should be 2 Secretary tn the Government
of India The remaming should be advisery members of an advizary conmmittee
The members shomld' consisi of officials fom MpD:, MHA Meity, MEA
Intellizsnce Assncies, M5C and Acsdemia

d) National Cyber Command Centre (NCCC) - NCCT should be renamed a=
“MNatroral Cuber Command Cemdre™ which will be the supreme sovermns body
Iockine after the ciber seeurity of India [t will be an mitwstated cyber command
mnmgmﬂmmﬂﬂm:mwiﬂldﬁﬂﬂgmhmﬁagmﬁﬁﬂ
oth=r organizations and agences will be arsverable to MOCC Charman whe
wﬂibatheﬁemhmufﬂﬁﬂﬁﬂmﬁahnh&madﬁmmbacfhﬁ_?{ﬂﬂﬂ
will oversee and monftor cyber activities. It will not snpaze o1 interfers in
achvities ﬂldrespnmhﬂjlﬁ-dptmmmlﬂhgmmagmtﬁ'mﬂ IB. =and
rﬁ:‘s“’}ﬂh:hﬂ'thmhm_u]autﬂ'mﬂh ﬂafpmﬂbﬂ&?ﬂﬂhngwﬂhﬁz
mafte:sﬂfn‘baamirmdmaiﬁmmln&uﬁuulhn&lrmﬁtﬁ'ﬂCﬂ
wiil be to intestats the entire oyber securnty setup of the country under 5 =nsls

e) Other Organirations and Mindstries ltke NTRO, MHA, MoD and Maity wall
M:&shamﬂ:ﬁgﬂmmﬁmm@mmﬂu@m&
‘attack originating within the coundry, cyber threats aid adtacks outicsl fo
Mwﬂﬁwdﬂmmmm!@
Fespechvely.

1 All the ﬁmrmhmdmgmnamnﬂpﬂndegmﬂmlnd&hh‘\tﬁ
witGsh n‘ﬂlh‘ﬂ:&:pﬂpﬂlﬂanﬁfmhmtnnir_gmd IihETudiinwhmpa::-._

E,;'r Esh]:r]iiluhg-a reetr IO wrilll ensairs that a hieranrines] shactaes is formed and
each official iz asiswerable IFwill kesp minute details and daka intact
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hj Wﬂﬂh:@mﬂﬂefﬂﬂﬂ:ﬂgﬁﬂzﬁmnﬂﬂd&ﬂm@gmﬂfm
inztamwe NOGS wﬂlwn:kl.ﬂ ploss peordination with MEA wharess MEA will
mmtlﬁiﬂmﬂﬁﬁahaﬂmﬂ!’iﬂﬂﬂwﬂlm: thstthe objectves of all

S — ek

0.2 Brdging the gap tor Skill-development

Indian scducation syztem lacks knowledze on eyber security. Itis notinicluded
schpol curriraium which resulis in shidents lo=mg intereston the subject Althoush
vouns pecple areincreasingly using infernet, it can be 5 danserous place wathoat
hfirvosoft states that 1% of the texhzeag:eeﬂ;ﬂryher security should be tauzht
i seheols (Abhmanve, 2017

Alss, Cyber bulling i= cne tmportant concern for sindents on the digttal domam,

The “Blur Whale Challmgs™ 15 one such sampls which has crested havoc in the
IM1M{MWMEEIM?&W]EEMHBF“:¢
-hﬁﬂhﬂ&&ﬁ!ﬂnhmﬂmm&ﬂkﬁﬂtﬂﬁ!wh
mhﬁvhﬂd&nmﬂlﬂdﬁm}rmﬁﬁlehmmmmmﬂr
depressed or ate often bullied stschiools. Closs to 20 cases wave reparted 'in Indis.
gut of which 11 copumitted smicds and 9 somshow escaped but momined

b) Establishing s framework for oyber securiiy ethics

.&mndhmhnmmnlmpmrh'hhmﬂmﬁﬁlnhbﬁmnhﬂnnfh&hw},

the mombey of internet msers m India has sopassed ﬂﬂmﬂiﬂnbyl'ﬂlﬂm&_'ﬁr

Eﬂﬂfmmﬂ,ﬁ:iihﬂd&mﬂlmﬂmm -g:wwm:gﬁ'rﬂ_‘ﬂi from 2016

Lr."l.__"i""._EI". 153, Em,:tEMmEEEEm.tﬂziheﬂlﬂhinﬁ.FEfmaﬂum
Yoces:

Slajority of the e-commercs gssrs happily peafer the online pavment sztewars to
shop. bat the medivm of trancaction s nofalwers zafe. Many prefar WiFi nebwotks
which éxperis always advice o ignoreé. A safe and secure network should be used
for zurn transaction= Yiany individuals gse harnmfu] websites much 2= Tomant
Pirate bay ete, and thes do not realise that sccessing such websites = in complete
viclationof crber laws and these websites are best sourcs toplant 2 viros o1 s bopan
horze i the host svstemend netweork which makes i eacrfor the hackers to condust

8



mﬁnnmmnhuiumﬂmw;m&hmwmuﬁ:ﬁ

llia'atrlgﬂ::hm:ﬁln seuriy io adurate Ihﬁzm:mﬂnﬁu#tw:ﬂﬂmpr
irteractive fscsons dommeEnteries, sdrertisermentsy ml.u&dnmnpaigtﬁm
m]lﬂhﬂhmtﬁﬂhrmmi;ﬂﬂiﬁhﬂtdﬂ!ﬂhﬁﬂhﬂm mﬂmﬂm'rﬁ::::i
and businesc honzes hﬁmﬁﬁah&ﬁtﬁﬂfﬁﬂﬂéﬂeh&hﬂt;ﬁﬂh@iﬂ

¢} Ethical hacking is the need of the hour

'EEEEEad:Eneedmﬂenﬂhyumgandaﬁtmﬂﬂhndmmdmthmrm@e
shﬂamdmm'ﬂjﬂs:mh ﬂnm&eﬂ:—ﬂ.l'rﬂbﬁvmr The need for sthical
}uckn:gunh&taﬂeﬂ.m iheﬁctlhﬂ.mi'ﬂlmny Indan frwes lose mors
ﬁtmﬂhﬂ.&mh:emnaedhiﬂazﬂmn,lﬂ]:l Eﬂlﬂ:ﬂlhﬂh:g_ﬂﬂﬂf]ﬂ@hm
haitzses i zafeguard their EDI.II-EE—H:IHEEIIEMI}F exaniples of experis rom Indiz
who are masterine the fald of attueal harkine Andkit Fadis = 2 renowned
profassionsl hacksr who has wiitten -over 10 books in computer soisnre and
enzinesving whereas Halul Tyzai has authored tw well admowlsdged boolzon
etitical harking The fubme of India Hes'in the hands of such Young crber warriors

d) Estabilishing Regional Cyber Defance Centre (RCDC)

The problem with the current cyber security netvurks of system = that the entire
workigad i= dependant mhrmthEIﬂEg:m]ﬁb!dﬂEuﬁamﬂEm
b which can interv=ns and actin the matter of crbey threst or atiark A mzionat
cyber dsfence cenirs will act 2= & zovaming and monituring body alons with
facilitatiniz traiming sand RED af the rezional Tevel The best possibls mathod which,
ran be adopted is to s op with varions Tz, NiTz and ITE= which are located in
variou: states all scrom India facilitating technicdl Gaining ‘and educabion
Estshlishins resionzl evber defence centres in collzboration with these metitutions
will not only opan up varons platforms Yo intezact with profeszionals fom the field
of crber security, but will also be an opporhunity fo nibate = dislozoe betvesen
warigus stakeholders Ttwill sven help m monfiorms oyber hrsats and attacks st =
very close level snd keep & check on any malioens activities pngmnating from that
TEEIOIL

=) Developing National Cyber Security Centre (NCSO)

Ther= seems 1o be an urgant need to esdtablich a 205 which will buns outsynssey
betwesn povemment bodies snd prvaie fome dasling with matters of cyber
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s&mﬂy'ﬂ&ﬂﬂﬁtﬂﬂn;hnﬁmﬂbu&?ﬁh:ﬂlwtﬂﬂnmﬂﬂinﬁ
Earifitate trairiine of individul

pEE ey

2 NT5P should be tevized by achmowiedzing the TT Act 2000, The police should

mention iz various sspects of work. mcluding the lazabity and techmicality of the

5. The mmbigucus maturs of the policy should be made more tarspasnt and

i

clearey. The terme atid statements menboned in the pelicy should be mesnmzful
and should not be1aft bo open inferpretation

The pohey should formulate 3 plan of achon and a.nzd framework which

The pobicy should ascknowledze the role and resporsitilifies of varous
surve|lance

The policy shounld address various methods and techmigues which il be used
for surveillsyre snid dats collectorn methods

h. The palicy-shonld define various rolss and respon=iihiies of 300,000 cvber

secumit professionals and what ther are planming & schisvs in Svears which i
HEIlEF.‘t‘Fﬂ]?ﬂﬂf time. Accerding te & stody h}‘fvf&h:lﬂ].ﬁhﬂ:ﬂﬂhﬂﬂ‘;ﬂfﬁﬂﬁﬂ,im
steurity professiomals by 2020 (Nararanan, 2015)

The snslvsis of data from CERT-In Avmual seports {2006-11) cleasly shows that
ths level of mslicious cyber activitiss & incieasing every y=ar This can have
=erius implications on-the nabonal secunty and mdividual s privacy. Therelore,
there 15 2 great ne=d for & strong policy and an tmmediate plan of achon,




&4 Conclusion

ISP is a well thought=step butwith pocr implementstion The policy has also missed
out on somse important poirits while eming for the bigger picture. It reede 3 dymamic
leadership and well-orented scholzes for vislding better tesults. Therefore, # can ke
conciuded that the propossd hypothesis stands comrect The JUSP 2015 &= 2 holistic:
approach towards securing Indian Cyberspece. The policy is framed with a coherent
vizion and & dynamic set of shatag=me for seoton. But on esposing # o the Indian
cyber domam it =5 believed to have set luph standasds which resulls in s=veral
shorteomungs in addressing the vulnerabiibes of Indis's Cvberspace.
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Types of Cyber Altacks

\ i

iEth'}.pIE

It refers to avaiirans software which usinisndmshr chinses e selfimzs
of the web bmewssr gune admm mihorization. Thess chaness can be
Syt i naturs sincs The software can alfow S vires worm, VW
@Mhmmhmwmwsmm

ﬂ .-I lﬂ

s
I

MHEMIEEEHEEEEI “derial of serwioe” t-rmr:h_u:uam.—.aism#nu:rm
| permamnent shoppage of the corvics. The aftark prevents the antherizsd
mmﬁmmmﬂﬁmmmiﬂmﬂntm&mm&ﬂ
L in.n'ﬂﬁmgﬁ&m‘:‘w{}ﬂ'_ﬁ; attack overwhalms fhe nsers sines fhemr network

| | i fiodded wifh traffie ninr.hrt-hm;m&hmrﬁm tor morEss b

1t &= =miler DoS. The mmhwmmﬂw
on the sever or @ nelwiork and try o flood i with wmszal Gaffic In smpls
tnﬂ;ﬂ:&a:hﬂﬁ:pmmﬂmﬁ_hmmuim&mw
of traffic.

E-hail Relafed |

CrimmeEs

| These soris of crbar-imes Sre VEIT oonmmon now-a-dsvs. 3t i one of the
mlatnmhm&:ti stm:ialm'm.puia'u: l.ﬁﬂ?i“l:l:ﬂ:ﬁ}.ﬂ:l.mi"
hmfn.hmm;wnm:.'[hu perpeiratos aftachess = viras m_twa:lnmlmﬁi.
: snd: s==d it acroes varons shvorks. A:m::ﬂ‘tamﬂrmdnakdnhﬂn
the sttached fils, the ving. activates snd infect the sntire system.
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| el trses T nﬂinnnlnﬂumﬂﬂmahﬂ:mn:&ﬁ .ImF:r..Esrha:lz:T_h:mmf_
Pﬂﬂﬂﬂh&ﬂﬂ:ﬁﬂﬂmﬂza}ueﬂmm mﬂ.p&a‘ma:ﬂ.

T:[jﬂj.mm

Eﬁqﬁ:ﬂuﬂ = E o o e W
mmmmmﬂﬁﬁmﬂ-ﬂnmm
without the krgwlsdee of fhe mdmridusl Soch typs of an diteck con jus
wanea: mptive: behind #-sork a= idmnbiiy Seft cheiine of ditn-and
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Ever sinos fhe evenis of documenl keais by NSA's whislle blower Edursd Snowden,
coumines aound he workl have beoome conscions Zoul thesr oyl securily
meampes The keai=d reports worked as 2 wake-up call for India Indiz was the log
moest pioedy targed by Amevican 51y agency NSA I was fime when India maiz=d
the mesl peed of Cyber Policy. In the year M3 Maeshy of Elechonks and
Informakon Technology MdefY) drafled Indiz's firs Matiomal Cyber Seourity Policy
(NCSP) The policy i= ramed with a coherszd vision @&nd a dynamic sel of siralagems
for execution: Il = ammed & buliding & secure and esdienl cyber space Tor iz
cilizeng, businessss and govemmEnl || i considered 1o e a dynamec Siep in
bakding the foundafion of new india The newly formulated policy 15 3 holisBc
approach inveards seamng indian Cyberspace. Bul over fhe years, # does not seem
o be sffective enough tp s3feguand ihe Indian Cyberspace. The wnplementaiion of
the pobcy s poorty execuded  Since the tmme, the policy was made publbc B had been
mn fhe Emelight for olicsm by vanous scholas and emanezaiions. As complex i
defines the cyberspace, if stands oul fo be of the simar natire. This Monograph is
simed s enderstanding the WCSP and i implicaions. B wenfiies  vanous
shavicomings of Ihe poiicy. 1| 2o mnaljses data retated 1o cyber s=amily ncdlents
m Iniiia gathered from CERT-in Anmsal repavis of 11 years (2006-17). Afiex the bref
anaiysis of poBcy and dats, the dudy made some valuable mputs n fhe fom of
recommendaiicns for he evision of NCSE and sirive towmts buldng a seone
cybermace
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